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How to Mitigate the Vulnerabilities in WEP
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Classes of Attacks Against WEP v1.0
ﬂ

* |V (key) reuse [Walker, Berkeley team, Arbaugh]
Made possible by small IV space in WEPV1.0, lack of IV replay protection
Enables statistical attack against ciphertexts w/reused IVs

«  Weak IV [Fluher, Mantin, Shamir]

Weakness in KSA, approx 9000 IVs give up key info
Implemented in Airsnort, wepcrack

 Known plaintext attack [Walker, Berkeley team, Arbaugh]
Lots of known plaintext in IP traffic: ICMP, ARP, TCP ACK, etc.
Can send pings from Internet through AP to snooping attacker
Enables recovery of key stream of length N for a given IV
Can forge packets of size N by reusing IV in absence of a keyed MIC

« Partial known plaintext [Berkeley team, Arbaugh]
May only know a portion of the plaintext (e.g. IP header)
Possible to recover M octets of the keystream, M <N
Viarepeated probing, can extend keystream from M to N [Arbaugh]

Possible to flip bits in realtime, adjust CRC32, divert traffic to attacker
Enabled by linearity of CRC32, absence of keyed MIC
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Classes of Attacks (Cont’d)

« Authentication forging [Berkeley team]
WEP v1.0 encrypts challenge using IV chosen by client
Recovery of key stream for a given IV enables re-use of that IV for forging WEP v1.0 authentication
Does not provide key, so can’t join LAN

« Denial of service

Disassociate, reassociate messages not authenticated

* Dictionary attack
Possible where WEP keys derived from passwords (LEAP)

* Realtime decryption [Berkeley team, Arbaugh]
Repeated IV reuse, probing enables building of a dictionary of IVs, key streams
Enables decryption of traffic in realtime
Possible to store dictionary due to small IV space
Need 1500 octets of key stream for each IV
2724 * 1500 octets = 24 GB
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Summary — Issues with WEP

* Susceptible to a number of passive and finesse attacks that
allow for recovery of the unicast shared key

« Susceptible to bit flipping and replay attacks
* Broadcast Key vulnerable to same attacks as unicast key

« Difficult to handle key distribution and management
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Actual Threats
ﬂ

« War Driving - Netstumbler
« War Chalking
« Passive monitoring

* Threats launched from “unguarded” hotspots
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How to Use WEP Securely
ﬂ

 Change Encryption suite

« Stop using pre-shared keys



Encryption Suites
« TKIP (Temporal Key Integrity Protocol)
Still uses WEP w/RC4
Cisco’s pre-standard TKIP has been shipping since Dec.’01
Cisco introduced TKIP into 802.11i

TKIP only requires a software upgrade

* AES

The “Gold Standard” of encryption
802.11i has selected CCM mode for the standard

AES will require new hardware (i.e. it’'s not a software upgrade)
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TKIP vs CKIP
CEEEEE . Ciscocom |

* TKIP (Standard)
Per Packet Key Hashing
MIC (Michael)
Sequence Number
48 bit IV

* CKIP (Cisco)
Per Packet Key Hashing
MIC (Cisco)
Sequence Number
24 bit IV
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WEP v1.0 (again)

WEP Encryption Today
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Message Integrity Check
* MIC will protect WEP data frames from tampering

« MIC Is based on Seed value, Destination MAC, Source
MAC, and payload.

Any change to these will change MIC value

« The MIC is included in the WEP encrypted payload
along with a sequence number to avoid replay
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Message Integrity Check
ﬂ
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Dynamic WEP: 802.1x Authentication Txﬁes

 LEAP (EAP-Cisco)

« EAP-FAST (avail April 2004)
- EAP-TLS

« EAP-TTLS

 PEAP (Protected EAP)
EAP-GTC (Generic Token Card / OTP)
EAP-MSCHAPV2

« EAP-MD5
e GSM-SIM
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Wi-FI Protected Access (WPA)

Cisco.com

« Components of WPA:

Authenticated Key Management using 802.1X: EAP
Authentication and Pre-Shared Key (PSK) Authentication

Unicast and Broadcast Key Management
TKIP: Per-packet Keying and Message Integrity Check (MIC)
IV-space expansion: 48 bit IVs

Migration Mode — coexistence of WPA and non-WPA
devices
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Broadcast Key Rotation
ﬂ

* Broadcast Key Is static WEP key

« Static Broadcast Key is vulnerable to
Fluhrer/AirSnort attack over time

* Requires dynamic WEP
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802.1X EAP Authentication Comparison

Multi-Operating System Support Yes No No
Single Sign On For Windows Log-In Yes No Yes
Dynamic WEP Key and Mutual Authentication Yes Yes Yes
Static Password Support Yes Yes No
One Time Password Support No Yes No
Server Certificate Required No Yes Yes
Client Certificate Required No No Yes
Layer 3 Roaming Support Yes Yes Yes
MS Windows Password Change No Yes No
Microsoft Backend DB Support Yes Yes Yes
LDAP/NDS Backend DB Support No Yes Yes
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LEAP

ﬂ

« 802.1x framework, password-based authentication
Uses MS-CHAP v1

* Only advanced WLAN authentication solution supported on all
major OS’s

Win95/98/ME
WIinNT/2K/XP
WinCE

Mac OS 9, OS X
Linux

DOS

« Cisco has been licensing LEAP to others to move it from being
“proprietary” to “widely-supported”

9 LEAP licensees to date
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Broad Support for LEAP

Cisco has licensed LEAP to 9 companies to date:

 LEAP support: RADIUS servers — =
Funk Software: Steel-Belted Radius Server e
Interlink: Secure.XS Radius Server RES
. INTERLINK
 LEAP support: Chipsets NETWORKS
Intersil: 802.11 chipsets .
Atheros: 802.11 chipsets inters;l K
Tl: 802.11 chipsets -
« LEAP support: Client Devices ATHEROS

Apple: Powerbooks/iBooks
Symbol: Handhelds
HP: Print Servers

 LEAP support: Client Supplicant Software
Funk Software: Odyssey Client v.1.1
Meetinghouse: Aegis Clientv.1.3.6

é Macintosh

Meetinghouse

DATA COMMUNICATIONS
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PEAP Authentication
ﬂ

 802.1x certificate-based authentication
MS-CHAPvV2, LDAP, & Novell NDS supported

 PEAP supported by Cisco, Microsoft, & RSA

Draft standard proposed to IETF MinOSOﬂ®

* One-Time Password (“OTP”) is a Cisco enhancement to PEAP, similar to
Softoken, SecurelD, or OTP cards

 PEAP supported in Cisco ACS Server software ver. 3.1

 PEAP with OTP available from Cisco as a software upgrade on 802.1x-
supported client OS’s

WinXP supported natively (MS-CHAPvV?2)
Win2K, WinCE via 3" party supplicant
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EAP-FAST:

A Flexible EAP Authentication Protocol via
Secure Tunneling

© 2004 Cisco Systems, Inc. All rights reserved.
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Deployed EAP methods

Authentication Protocol Percentage*

LEAP 65%

PEAP/GTC 11%

PEAP/MS-CHAP 6%

EAP-TLS 12%

EAP-TTLS 3%

VPN 28%

MAC Address 27%

Other 11%

*Note: This survey was executed in August/2003. A customer could deploy multiple
authentication protocols; 1100+ customers responded to the survey. Responses were filtered
to only consider customers with production networks and 1000+ employees world-wide.
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To prevent dictionary attacks, we

Tunneled Protocols must use atunneled protocol
e - L

Type Client Auth Databases Cisco Windows native Funk/Meeting-
Criteria supplicant support house support
PEAP with EAP- | Login pswd Microsoft No Yes Yes
MSCHAP
PEAP with EAP- | Login pswd, Microsoft, NDS, Yes No Yes
GIC OTP LDAP
EAP-TTLS Login pswd, Microsoft, NDS, No No Yes
OTP, other(?) LDAP, others(?)
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Why Not PEAP?
ﬂ

« LEAP to PEAP is not a smooth migration option

 PEAP has security and deployment issues

Issue Mitigation
Requires certificate management (RSA/PKI) on clients ?

Not supported on application-specific devices (ASDs) ?
Susceptible to man-in-the-middle (MITM) attacks PEAP v2
Limited client OS availability Funk/Mghouse
No single sign-on with PEAP/GTC Funk/Mtghouse
No supyport for login scripts with PEAP/GTC Funk/Mtghouse
Less RADIUS server scalability than LEAP ?
Incompatible DRAFTSs causing confusion PEAP v2?
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FAST = Hexible Authentication

EAP-FAST Goals via Secure Tunneling
e Ciscocom

« Mitigate dictionary attacks and increase LEAP’s crypto
strength

Use a tunneled protocol, without requiring certificates!
Avoid MITM attacks, to which PEAP and TTLS are vulnerable
Support password expiration and change

* Resolve PEAP Deployment Issues
A protocol that is easy to deploy and scale
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Support for Key LEAP Features
ﬂ

Single sign-on using username/password supplied for Windows
networking logon

Easy deployment
No requirement for certificates!

Seamless migration from LEAP to EAP-FAST: No manual
provisioning required

Availability on multiple OS and client devices (including ASDs)
WPA support

Support for login scripts execution

Fast Secure Roaming (CCKM)

Local (WDS) authentication
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EAP-FAST
Positioning

black/blue: GTC -- Gisco/Funk or Meetinghouse
MSCHAP -- Microsoft/Funk or Meetinghouse

Cisco.com

PEAP/GTC PEAP/MSCHAP LEAP EAP-FAST

Single sign-on (MS DB) No/No Yes Yes Yes
Login scripts (MS DB) No/Yes Yesl/Yes?! Yes Yes
Password expiration (MS or Yes? Yes/Yes No Yes
OTP DB)
OS availability XP, 2000, XP, 2000, CE, All Windows Goal: same as

and others and others Mac OS, Linux, LEAP

DOS, and
others

ASD support No No Yes Yes
MS DB support Yes Yes Yes Yes
LDAP DB support Yes No No Yes3
OTP support Yes No No No

1 Requires machine authentication (machine accounts on Microsoft AD)

2 New password not cached on the client machine (forces the user to change password twice!)
3 |LDAB DB supported via manual (i.e. out-of-band) provisioning only (ACS 3.2.3 will support manual
provisioning via batch-mode processing for LDAP DB users)

© 2004 Cisco Systems, Inc. All rights reserved.
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EAP-FAST Positioning (cont.)

Impact

PEAP/GTC PEAP/MSCHAP LEAP EAP-FAST
Off-line Dictionary attacks? No No Yes No
MITM attacks? Yesl Yes? No Yes?
Fast Secure Roaming (CCKM) No No Yes Yes
Local authentication No No Yes Yes
WPA support Yes Yes Yes Yes
Server certificates? Yes Yes No No
Client certificates? No No No No
Deployment complexity High High Low Medium
RADIUS server scalability High High Low Low/Medium

1 To be fixed in PEAPV2

2 Susceptible to active MITM attack during seamless migration (also known as “zero-touch” provisioning);

Mitigation: Out-of-band (i.e. manual) provisioning mechanism

© 2004 Cisco Systems, Inc. All rights reserved.
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How EAP-FAST Works
ﬂ

 EAP-FAST authentication can be considered in three phases:

Protected Access Credentials (PAC) is generated in phase 0 (Dynamic PAC
provisioning)

A secure tunnel is established in phase 1
Client is authenticated via the secure tunnel in phase 2
« Protected Access Credentials (PAC) can be dynamically or manually
provisioned on the client
PAC is aunique shared credential used to mutually authenticate client and server

PAC is associated with a specific user-ID and an Authority ID
PAC removes the need for PKI (digital certificates)

« PAC and TLS Protocol are used to establish the secure tunnel between
the user and the RADIUS Server

User authentication credentials are passed securely within the encrypted tunnel to the
RADIUS Server
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EAP-FAST Deployment Requirements

Client Machine (EAP-FAST Supplicant)
» Obtain User authentication credentials
* PAC Provisioning (1st attempt and periodic)
» Establish tunnel to server (using TLS && PAC)
* Submit Credentials to Remote Server
External Database (MS, LDAP) \
.
A\ E’
7 B4
=
RADIUS Server

Access
Point

Cisco Secure ACS or EAP-FAST Compatible RADIUS Server
* PAC Provisioning (1st attempt and periodic)

802.1X Authenticator
» Authenticate WLAN User

© 2004 Cisco Systems, Inc. All rights reserved

» Terminate secure tunnel to WLAN user (using TLS && PAC)

* Provide Communication to Remote Microsoft/ LDAP database
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EAP-FAST Authentication Overview

iiia
Ll
A 1

/ Enterprise = RADIUS
- Networ k = server
Supplicant AP
EAPOL Start Start EAP Authentication
<—— EAP-Request/ldentity —— | Ask client for identity
— EAP -Response/ldentity —> RADIUS Access Request
(EAP-ID) — Accessrequest with EAP-ID

Secure Tunnelj(via TLS && PAC)

Perform sequence

Client-side defined by EAP-FAST
Authentication

«——— RADIUS Access Accept ~——  key
(Pass PMK to AP)

key «<—— EAP success

Client derives PMK

WPA Key Management ,
Protected DATA Transfer W

I
I »

A

<
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EAP-FAST Client Configuration Details

Auto Provisioning Message
Request on EAP-FAST client

>
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EAP-FAST Server Configuration Detalls
ﬂ
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WLAN Security Hierarchy
ﬂ

Level of Security Encryption Authentication
Bronze WEP MAC

(most vendors today)

Sliver TKIP LEAP
(Cisco today)

Gold WPA PEAP
Platinum AES PEAP + OTP

You can create a security scheme for your organization
where you mix-and-match from the 2 columns

« Example 1: You can do WPA + LEAP
 Example 2: Using VLANS, some devices can support
WEP+LEAP, while other devices can support WPA+PEAP
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New Security Enhancements

Mitigate Network Attacks

ﬂ

Attack

Authentication:
Open

Encryption:
Static WEP

Man-in-the-Middle

Authentication Forging

@otected from
War Driving

Authentication: Cisco
LEAP,
EAP-TLS or PEAP

Encryption: Dynamic
WED

Authentication:
Cisco LEAP, EAP-TLS
or PEAP

Encryption:

__Cxipar TKIP

Weak key attacks

Vulnerable

Vulnerable

Packet Forgery

Vulnerable

Vulnerable

Protected

Brute Force Attacks

40-bit WEP Vulnerable

Protected *

Protected *

* Strong passwords required with Cisco LEAP

** PEAP vulnerable to man-in-the-middle attacks when used with legacy authentication that
derives keys, e.g., GSM-SIM
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Other Techniques to Secure Wireless

Still need methods which are independent of wireless
NIC vendor

* VPN — authentication and encryption

* Authentication Proxy Methods
BBSM
PIX —*“Cut Through” Proxy
|OS router — “ Authentication Proxy”
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VPN Client Auto-Initiation for WLAN
ﬂ

[main]
AutolnitiationEnable=1
AutolnitiationRetryInterval=3
AutolnitiationList=techday
[techday]
Network=192.168.200.0
Mask=255.255.255.0

ConnectionEntry=wireless-autovpn
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How to Manage Wireless Deployments

Basics and SWAN

© 2004 Cisco Systems, Inc. All rights reserved.
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CiscoWorks Wireless LAN Solution Enﬁine

* Turnkey operations tool for managing Cisco WLANS

« Supports up to 2500 APs and bridges + attached switches,
routers, EAP servers

 Rack mountable, 1 rack unit appliance
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CiscoWorks Wireless LAN Solution Engine
Overview

E

LEAP Server Attached Access
CiscoSecure ACS Switch/Router Points

Clients




Managing the WLAN with WLSE

Network Operations Center
ACS WLSE CiscoWorks EMS

LEAP g
Monitoring |

g quitoring of APs &
N Bridges

Client Association
Tracking and Reports
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LEAP Server Monitoring

* User inputs hostname, port of LEAP

server(s), username, password of test
user, shared secret

Synthetic transactions

performed—authentication time
IS measured

Customizable threshold can
generate fault

Overloaded
Degraded =
Unreachable

L EAP

SERVER

© 2004 Cisco Systems, Inc. All rights reserved.
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Attached Switch Monitoring
ﬂ

* Monitor only switches with APs or
bridges

* Reports to show

0 Summary status
0 AP/Connected Bridge relationship

o Fault summary
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Performance and Fault Monitoring

of APs and Bridges
ﬂ

« Data is gathered via SNMP polling

* Reports visible at the group or individual
AP/Bridge level

Current AP/Bridge Reports
Summary Report
Detailed Report
Current Client Association Report
EAP Authentication Report
Device Fault History
Trending AP/Bridge Reports
AP and Bridge Transmission Statistics

AP and Bridge Performance— Graphic or
Tabular format
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Performance and Fault Monitoring

of APs and Bridges
ﬂ

« Customizable policies can can
generate faults

o SSID

o Broadcast SSID Disabled
o WEP Enabled

o LEAP Enabled

o WEP Key Length
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SWAN — Phase 1 & 2
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Cisco SWAN — Conceptual Overview

J&,
I

NDS)
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Cisco or -‘

000004 4
e S

49



Benefits of Cisco SWAN
ﬂ

— Uses Cisco Infrastructure and Cisco |IOS Software to
Integrate Wireless LAN Services into Your Wired Network
(Switches and Routers)

— Simplifies WLAN Deployment, Management and Operations

— Enhances Network Security through Active Detection of
Rogue Access Points and Security Policy Monitoring

— Is Scalable Allowing Large Local and Remote Deployment
and Management

— Automates and Simplifies WLAN Operations, Management
and Security Monitoring via “Air”/RF Monitoring from Client
Devices and Access Point

— Provides Fast Secure Roaming for Latency-Sensitive
Applications Without Losing Network Connectivity
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SWAN Timeline

* Cisco Structured Wireless-Aware Network (SWAN) Overview
¢ Cisco SWAN Phase 1 — Complete June 2003
Cisco I0S Software 12.2(11)JA
Fast secure roaming (Layer 2)
IEEE 802.1X Local authentication service

CiscoWorks Wireless LAN Solution Engine (WLSE)
version 2.0

¢ Cisco SWAN Phase 2 — Complete Nov 2003
Cisco IOS Software 12.2(13)JA for Aironet access points
CiscoWorks Wireless LAN Solution Engine version 2.5
Radio Management features
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Why Client Stations Roam
ﬂ

 Roaming is always initiated by
the client and is caused by one
of the following events

Max Data Retry count exceeded

Missed too many beacons

Data rate shift
Initial startup

Periodic client interval
(if configured)
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Improving Layer 2 Roaming Latency

Access Point Assisted Client Roaming

Cisco I0S Software 12.2(11)JA for Cisco Aironet
Access Points Dramatically Reduces Layer 2
Roam Times

* Clients and Access Point now
communicate on channels
adjacent to
each other

« Reduces the number
of channels to scan

on L2 roam

* Client can now Adjacent Adjacent
spend less time Channel Is 1 Channels Are
on each channel 1 and 11
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Cisco Fast Secure Roaming—nDetall
Infrastructure Authentication

- - -5y - 2
—ﬁ

/I/
Access Point W|reless Domain Services RADIUS
CTK lo Cisco LEAP g
CTK
< CTK

 All APs in the L2 domain Cisco LEAP authenticate. A Context Transfer
Key (CTK) is mutually derived on the client AP and the RADIUS server.

The CTK is sent from the RADIUS server to the Wireless Domain
Services (WDS)
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Cisco Fast Secure Roaming—Detail
Initial Authentication

s — L2 — — L3 —
Client Access Point Wireless Domain Services RADIUS
P Cisco LEAP .
NSK NSK

 The Network Session Key (NSK) is derived after Cisco LEAP
authentication, and is sent from the RADIUS server to the WDS
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Results of L2 Roaming Enhancements
ﬂ

o i
~Last Voice Frame before Roam

R S—
>

3
<__ D : .
é ‘Z CCKM Authentication

First Voice Frame after
"Roam 43ms Elapsed Complete 5ms Elapsed
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IEEE 802.1X Local Authentication Service

Local Authentication

AN Service on Access Point

[t

A— > - _ oy

2. 000000 S

Cisco Secure ACS \
AAA Server
N\
\
\
\ L=

Cisco 10S Software Configuration on \- I
Access Point — Local Authentication Service ; _ A AP1
hostname WDS1 L e -

!
fallback aaa server
username register1 password JWFMsCPsa

username phonel password HNFasn32SFn

(Up to 50 accounts)
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802.1X Local Authentication Service

Deployment Guidelines
ﬂ

 The server must be manually configured with usernames
and passwords

« Database will not synchronize with the main RADIUS servers
 Only 802.1X LEAP clients are authenticated
* Authorized client VLANs and SSIDs can be specified

 The hashing and encryption routines of a RADIUS
authentication are compute intensive; the server can
manage 5 authentications per second, 50 clients per server
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(1 of 2)
Cisco SWAN — Radio Management Overview

1. AP Configured to run WDS
(Backup WDS AP can be
defined)

2. Non-WDS APs configured
to register with WDS
(username/password)

3. Non-WDS APs registered \I_/
(Cisco LEAP authenticated) "{?{'
by WDS \ =

I0S Commands to Configure WDS

4. CiscoWorks WLSE
(Wireless Network
Manager, or WNM)
registers (Cisco LEAP i
authenticates) with WDS

5. Communications proceeds

using Wireless LAN
Context Control Protocol WDS AP Eccesal %

(WLCCP)

.. Non-WDS
.. AP

Cisco 10S Software Commands to Configure Non-WDS AP
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(2 of 2)
Cisco SWAN — Radio Management Overview

Network Core

Distribution

1. Clients and APs send
their RM data to the WDS

| RM- Aggregatlon |

AP.

2. WDS AP uses RM- g?
Aggregation to condense

and digest the RM into a set

of small messages and

sends it to the WLSE.

WDS AP oooooo

RM = Radio Management

© 2004 Cisco Systems, Inc. All rights reserved. 60



Radio Management — Data Collection

Methods to Characterize Coveraﬁe Area

Method Description Purpose

AP Radio Scan APs transmit beacons on Characterizes potential Basic
the same channel and Service Set (BSS) coverage
detect all neighboring APs | redundancy and overlap on

downlink

Client Walkabout Client walks desired Characterizes potential BSS
coverage area and reports | coverage redundancy and
all detected APs overlap on downlink

Radio Monitoring Periodically gather RF Monitor RF environment, alert

(During Operation) statistics and identifies when new APs appear
specific signal sources
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Radio Management — Measurements

Benefit to Radio Manager
Measurement Contents AP Scan & Client Walkabout Normal Operation
Beacon Received strength, identity Measure radio connectivity of Monitor known APs, detect
and body of neighbor AP APs and characterize potential new APs, roughly locate
beacon or probe response BSS downlink coverage clients
Clear Channel Fraction of time that Station | Find channels already busy with | Characterize 802.11
Assessment (STA) observes channel 802.11 traffic to avoid in radio contention at reporting
(CCA) busy with 802.11 traffic configuration STA'’s location
Received Power [ Received strength and Find channels with non-802.11 Monitor for new non-802.11
Indicator (RPI) | statistics of non-802.11 RF RF energy to avoid in radio RF energy and alarm, if
Histogram energy configuration, if possible appropriate

© 2004 Cisco Systems, Inc. All rights reserved. 62



Radio Management — Application Features

« CiscoWorks WLSE Tools:

Radio Location Manager
Assisted Site Survey

AP Scan
Client Walkabout
Radio Parameter Generation

Radio Network Reports and Visualization
Rogue Access Point Detection
Non-802.11 Radio Interference Detection
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Cisco SWAN — Radio Location Manager
ﬂ
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Cisco SWAN Assisted Site Survey
Step 1. Select Access Points

>

(1 of 5)
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Cisco SWAN Assisted Site Survey (2 0t'5)
Step 2: AP Radio Scan
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Cisco SWAN Assisted Site Survey (3 0f5)

Step 3: Client Walkabout
ﬂ

O >



Cisco SWAN Assisted Site Survey (4 0t )

Step 4. Radio Parameter Generation
ﬂ

> O

— >



Cisco SWAN Assisted Site Survey (50f)
Step 5. Radio Parameter Generation

=




Cisco SWAN Radio Network Reports

and Visualization
ﬂ

70



Cisco SWAN
Rogue Access Point Detection

© 2004 Cisco Systems, Inc. All rights reserved.
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Cisco SWAN
Non-802.11 Radio Interference Detection

(O
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