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bout elQnetworks

Mission
Deliver best of breed Security, Application and System Analytics Solutions, and become the
industry standard Reporting SOLUTION.

= Value Proposition

Allow IT Managers, and Network Administrators to make informed decisions:

» Find who-what-when-where-how of application, server & network activity

= Correlate, analyze and report to identify security breaches and viruses

= Improve server, network and application performance & uptime

= Trend analysis for capacity planning, forecasting and fine tuning QoS policies
= Enforce corporate policies by understanding employee web usage

= Enable cost allocation & billing

* Founded in 2001 & Privately Held

= 50 plus Employees
= Over 100 channel partners worldwide

= Cisco AVVID Partner & Microsoft Gold Certified Partner. Partnerships with several leading Firewall Vend
including Fortinet, TopLayer, NetContinuum, Astaro, IntelliReach, etc.

. = Experienced Team
M = Proven track record of developing enterprise class Reporting, Monitoring and Analysis solutions.

Essential Security, Application and System Analytics™



ei9 5 what We Do...

networks

C Firewalls

C VPNs

elQ Security, Application and System Analytics

Essential Security, Application and System Analytics™



EEQm ﬁole o_f Reporting in

» How to measure effectiveness of your current
network perimeter defenses & readiness

» Using reporting to identify problem areas

» Using reporting to better tune your defenses
against attacks and virus

Essential Security, Application and System Analytics™
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easuring Network

» Network devices and servers like Routers, Firewalls, VPNs, IDS/IPS, Proxy
servers, etc. record and stream rich activity in Syslog Messages

» Unfortunately this information is saved in separate and difficult to read
cryptic logs

> Need to correlate data across variety of Network devices and servers to
obtain actionable and valuable information

atetime=211u12003 03:26:31 action=ct]l fw_name=corp_fw dir=inhound sys_msgs=The E100B0 interface is not protected by the anti-
datetime=213u12003 03:26:31 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The E100B7 interface is not protected by the anti-
datetime=213u12003 03:26:31 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The E100B1 interface is not protectaed by the anti-
datetime=211uT2003 03:26:31 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The NDISWANIP interface is not protected by the ar
datetime=213u12003 03:26:31 action=ct] fw_name=corp_fw dir=inbound

datetime=213u12003 03:26:32 action=accept Tw_name=corp_fw dir=inbound src=10.78.108.1 dst=10.73.103.1 rule=3 proto=tcp/Ful_le:
datetime=211u12003 03:26:32 action=accept fw_name=corp_fw dir=inbound src=10.78.108.1 dst=10.73.103.1 rule=3 proto=tcp/Fwl_le:z
datetime=213u12003 03:26:58 action=accept Tw_name=corp_fw dir=inbound src=10.79.109.134 dst=10.79.109.755 rule=2 proto=udp/nbr
datetime=213u12003 03:27:35 action=accept Tw_name=corp_fw dir=inbound src=10.74.104.1 dst=10.74.104.755 rule=2 proto=udp/nbdat
datetime=211u12003 03:27:50 action=ct] Tw_name=corp_fw dir=inbound sys_msgs=The EL100E0 interface is not protected by the anti-
datetime=213u12003 03:27:50 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The E100B7 interface is not protected by the anti-
datetime=213u12003 03:27:50 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The E100B1 interface is not protected by the anti-
datetime=211u12003 03:27:50 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The NDISWANIP interface is not protected by the ar
datetime=213u12003 03:27:50 action=ct] fw_name=corp_fw dir=inhound

datetime=213u12003 03:27:50 action=accept Tw_name=corp_fw dir=inbound src=10.78.108.1 dst=10.73.103.1 rule=3 proto=tcp/Ful_le:
datetime=211u12003 03:27:50 action=accept fw_name=corp_fw dir=inbound src=10.78.108.1 dst=10.73.103.1 rule=3 proto=tcp/Fwl_le:z
datetime=213u12003 03:28:02 action=accept Tw_name=corp_fw dir=inbound src=10.75.105.1 dst=10.75.105.755 rule=2 proto=udp/nbdat
datetime=213u12003 03:28:02 action=accept Tw_name=corp_fw dir=inbound src=10.79.109.134 dst=10.79.109.755 rule=2 proto=udp/nbr
datetime=211u12003 03:28:21 action=accept fw_name=corp_fw dir=inbound src=10.76.108.1 dst=10.76.106.755 rule=3 proto=udp,/nbdat
datetime=213u12003 03:28:21 action=accept Tw_name=corp_fw dir=inbound src=10.75.105.1 dst=10.75.105.755 rule=3 proto=udp/nbnan
datetime=213u12003 03:28:23 action=accept Tw_name=corp_fw dir=inbound src=10.74.104.1 dst=10.74.104.755 rule=3 proto=udp/nbdat
datetime=211u12003 03:28:23 action=accept fw_name=corp_fw dir=outhound src=10.1.3.1 dst=10.1.3.755 rule=2 proto=udp,/nbname
datetime=213u12003 03:28:36 action=accept Tw_name=corp_fw dir=inbound src=10.1.3.103 dst=10.79.109.134 rule=2 proto=tcp,/135
datetime=213u12003 03:28:36 action=accept Tw_name=corp_fw dir=inbound src=10.1.3.103 dst=10.79.109.134 rule=2 proto=tcp,/1543
datetime=211u12003 03:28:48 action=accept fw_name=corp_fw dir=inbound src=10.78.108.1 dst=10.78.108.755 rule=3 proto=udp,/nbnan
datetime=213u12003 03:29:03 action=accept Tw_name=corp_fw dir=inbound src=10.74.104.1 dst=10.74.104.755 rule=3 proto=udp/nbnan
datetime=213u12003 03:29:03 action=accept Tw_name=corp_fw dir=inbound src=10.79.109.134 dst=10.79.109.755 rule=3 proto=udp/nbr
datetime=211u12003 03:29:36 action=accept fw_name=corp_fw dir=inbound src=10.71.101.1 dst=10.71.101.755 rule=3 proto=udp,/nbnan
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Attack Reports
WWITIWIW

103284777 web-iis: asp-dot attempt 36 016
103284790 web-iis: fpocount atternpt 0.03
172.18.1.55 102957134 web-cgi: calendar access 0.0z
103284791 web-iis: fpocount access 0.0z
103431353 web-php: content-disposition 0.01

Virus Reports

Yirus Sewverity # of
SubType Level OCCUrrences

WazMyDoom-mm | infected W arning
Wi 32 /Metsky . .D-mm | infected W arning
waz/PetTick-mmm  |infected W arning
wazMetsky k-mm | infected W arning
W32/ Bagle.O-zip infected W arning

' . bannerserver.gator.com 13 1.01 55.56 KB
1, WY 216,217 .36.143 B 0,31 46,49 KB
1y B
<k us f99.mail.yahoo.com 3 0.23 25,82 KB
- 192.168.100.2
b Y updateserver.gator.corm 3 0.23 4,80 KB
[l
-.i login.yahoo.com 3 0.23 3.53 KB
L
windowsupdate, . microsoft.com z 0.16 34.54 MB
[




_.Q mhat You Can Get

> Correlate to find security issues, hacker attacks, and security breaches
> ldentify attack & virus details — type, source, destination, date & time, etc
> Analyze event severity and port of attack

> Understand protocol usage by user and department

> Understand employee/departmental web & protocol usage
> Find activity trends over time

> Audit firewall rules and events triggering the rules

> Audit VPN usage

> Utilize firewall logs for network and virus forensics

> Measure effectiveness of your Firewalls and ROI

Essential Security, Application and System Analytics™



EEQ mse I?eportmg to

=3 > Do you see a high % of
Emergency, Critical or Error
events?

nnnnnnn

- e e o - Back | Refresh | Filters | Options | Print | Close

User: admin / Administrator
Permitted Firewalls: All

General Summary
Mumber Of Days Processed
Processed Date Range 12/18/2002 To 12/10/2003
Total Successful Requests 83110

> Is the same attack appearing
across the entire network from
same source?

Total Error Requests 15
96459
4822
28

Total Number of Events

Average Events Per Da
Dashboards g v

|| Total Number of Authenticated Visitars

Arock Most Active Day 12/04/2003 g -
\E{::"l:_:age Total Bytes Transferred 12.85 GB > What Is the bandwldth
L Average Bytes Transferred Per Day 662.83 MB = B
Total Bytes Sent 2.64 GB t I t by p t I d

I L= Average Bytes Sent Per Day 135.24 MB u ! Iza Io n ro oco a n
Tl Total Bytes Received 10.30 GB 0406 0 10 12 14 16 18 20 22 24 ] b d tb d
L ET RIEETTY Average Bytes Received Per Day 527.58 MB . DF:I:I; I n ou n VS ou o u n ?
Web Usage Total Number of Attacks 665 B Historical
Blocked Sites Total Emergency Events 4 -

: IE—————= e Y QoS based
R Ine tune your Qo ased on

Intranet

AntiVirus

=

> lIs it time to upgrade your
Firewall?

=

Event Code

& of attacks . '

u
S

s
!
Y

90164 - traffic
‘ 894 - #Connection
| 335 - #Web site hit
. 306 - sql: MS-5QL Worm propagation attempt

o e » Who is the rogue employee

01 03 05 07 09 11 13 15 17 19 21 23

protocol bandwidth utilization.

X - =
- . 277 - Broadcast packet dropped th t t k t
. 02 04 06 08 10 12 14 16 18 20 22 24

i [l 142 - TCP ot seen , 133 o fmit 125, 2, at IS using your network to
- -H“ 73 - icmp: Destination Unreachable (Communication ‘ Daily - 7
o ¥ Pty ot B o download large files
h Bl =5 - The file cicar.zip is infected with EICAR_TEST_FILE. "

o M 35 - Ha primary link has changed to inactive. Secondary link has E
- Report generation time: January 7, 2004 05:43:37 PM

i = Report generated by FirevallAnzalyzer™ Enterprise. Copyright® 2001-2003 elQnetworks™, Inc. All rights reserved.

-

Essential Security, Application and System Analytics™
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b
b
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Events

¥PN Usage
Protocols
FTP Usage
Telnet Usage
Mail Usage
Web Usage
Blocked Sites
Bandwidth

Wse Reporting to

Attacks By Category

Attacks By Category provides information about the Attacks on the Firewall for a certain category, Percentage columns

percentage of Events,

Filters Applied

Date: 3/19/2004 To 3/24/2004
e F U
Code Description Attacks

1 |287113220|SNMP public access udp 16342

2 |102367238) scan: FIN Fosa

P P portscan: 172.18.0.1 is port-scanning to port 15868 on internal (STEALTH) 3720
portscan: 172.18.0.1 is port-scanning to port 15868 on external {STEALTH) 3707

4 1103350293 web-rnisc: webdav propfind request 1927

5 |179596879 |icrmp: Destination Unreachable {Comrmunication Administratively Prohibited) 1131
portscan: Port-scan from 172,18.0.1 ends, total time{és) hosts{2) TCP{0) UDP{0) STEALTH 1119

N P portscan: Port-scan from 172.18.0.1 ends, total time{ds) hosts{z) TCP{0) UDP{0) STEALTH 930
portscan: Port-scan from 172,18.0.1 ends, total time{Ss) hosts{2) TCP{0) UDP{0) STEALTH 732
portscan: Part-scan fram 172,18.0.1 ends, total time{16s) hosts(2) TCP(D) UDP{0) STEALTH 505

7 | 286064643 dns: SPOOF query response with 1 1 min. and no authority 443

o lesz3603 pottscan: Port-scan from 172,18.0.1 ends, total time{ds) hosts{2) TCP(0) UDP{0) STEALTH 429
portscan: Port-scan from 172.18.0.1 ends, total time({7s) hosts{2) TCP{0) UDP{0) STEALTH 402

9 | 7274504  |tcpreassembly: STEALTH ACTIVITY (FIN scan) 395

10|102957134 | web-cqi: calendar access 266
portscan: Port-scan from 172,18.0.1 ends, total time{15s) hosts(Z) TCP(D) UDP{0) STEALTH 222
portscan: Part-scan fram 172.18.0.1 ends, total time{3s) hosts{2) TCP{0) UDP{0) STEALTH 209

11|6553603  |portscan: Port-scan from 172,18.0.1 ends, total time{16s) hosts{3) TCP{0) UDP{0) STEALTH 137
pottscan: Port-scan from 172,18.0.1 ends, total time{9s) hosts{2) TCP(0) UDP{0) STEALTH 114

> What are the
most frequent
attack types?

» What is the
source and
destination of
attacks?

> Are attacks
originating
externally or
internally?

»What Firewall
and port # are
the attacks

appearing on?




g ' ] ]
EEQH » Attack Severity Details
= Attacks range from low risk to high risk.

= An SNMP UDP request may pose a low risk,
* Denial of Service attack is usually a high risk.

=== Attack Search In—Depth Anah_.-"EiS
=earch By 1D...
Public.Accesss. UDP Description

Attackers can take advantage of SHMP w1 communities to gain access to a SHMP daemon.
Attack Information

IC: 287113220
Class; SHMP Imjpract

Femote attackers to causze a denial of zervice ar gain privileges on the victim system

Vulnerability

; Ay unprotected SHMP daemon system is vulnerable to the attack
R T References
; . - kitp: ffove mitre orgicgi-bindovename cgi?name=CAN-2002-001 2

Essential Security, Application and System Analytics™



efd 5 Attack Severity Analysi

networks

= Port Scans and IP/DNS spoofs are common attacks
(moderate risk)

= |IS and CGI web based attacks are also common
moderate to high risk threats

= |n this real world example, Denial of Service (DOS)
attacks were found from internal client address
against a Cisco Router

172.18.6.53 102957134 | web-cgi: calendar access
172.20.8.23 17956867 |icmp: PING NMAP
172.18.5.160 ( 103350435 | web-misc: cisco /%% DoS attempt

/ The 105 HTTP service in Cisco routers and

_ . , switches running 105 11.1 through 12.1

More information on Attack ID’s — pegeription allows remote attackers to cause a denial of
service by reguesting a URL that contains a

- %% string.

|z = |l=
| In [y} [y

Essential Security, Application and System Analytics™
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networks

Cisco PIX with TrendMicro VirusWall AV server

mse I?eporting to

All Protocols - Top Viruses Blocked by Day

All Protocols - Top Viruses Blocked by Day provides information about the Blocked Viruses for all protocols and its count of oceurrence ca
associated with each blocked virus.

tegorized by day. It also provides the level of security

None

Filters Applied

#ofOccumences 455

1131/2004 20212004 21412004

21112004 21312004
Date

W32/MyDoom-mm

W32/Swen fam-mm

MIME.Exploit.gen

1 W32/Dumaru.fam-mm

Total

Rannrt nanaration tima: Fehruars NA. 2004 N3:50:45 PM

¥irus Severity Level # of Occurrences

W32/MyDoom-mm infected Warning 18]
1|1/31/2004 W32/Swen.fam-mm infected Warning 4
MIME.Exploit.gen infected Warning 2]
2| 27172004 W32/MyDoom-mm infected Warning 28]
W32/Dumaru fam-mm infected Warning 2|
W32/MyDoom-mm infected Warning 35|
3(2/2/2004 W32/Swen.fam-mm infected Warning 5|
MIME.Exploit.gen infected Warning 2]
W32/MyDoom-mm infected Warning 57|
4(2/3/2004 MIME.Exploit.gen infected Warning 1]
W32/Swen.fam-mm infected Warning 1]
5|2/4/2004 W32/MyDoom-mm infected Warning s8]
6/2/5/2004 W32/MyDoom-mm infected Warning 218

2 n : 3
B ¥ 11:00 W32.Bolgi.Worm W arning 2
! 5
*.r 12:00 Backdoor . Tinydog Warning Z
L
- W3Z.Widare W arning B
~ 16:00 S5 E
¥ . W3Z.Randex. AT Motification 3

Essential Security, Application and System Analytics™

» What email
aliases is the
attacker using to
send viruses?

»What are sources
of viruses, file
types, etc.

» Who is the rogue
employee that is
downloading large
files? And what are
they?

»What are frequent
Virus destinations

»What are protoc
level virus activit
details?
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Servar 11
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9
Servar 2
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1
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1
1
1
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1
]
1
1
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1
T
1
1
1
1
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1
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Servar 3 :
1
1
]
]
1
1
1
]

T
Router/Hulb -""-E:_.

e, b 1

.

S - 1

FIrewaIlAnaIyzer
Enterprise

mM5-50L, Oracle

Robust, Distributed Data Collection — Built-in elQ Syslog Data Collectors.

B P Flexible Data Storage & Reporting —built-in MySQL database. FScale Architecture
results in significant disk space savings. Process once & reports any # of times.

Essential Security, Application and System Analytics™




eid "ur

WASyslog

SonicWALL Fortigate Cisco PIX WalchGuard CheckPoint  StoneGate

| T3
FirewallAnalyzer
Enterprise Sarver

Native Syslog Data Collected — for archival and forensic purposes. (files are
automatically compressed in .gz format, typically a 14:1 ratio)

Delta Files —written in elQ’s OLF format. This is what the analysis engine processes in
“ production mode. Delta files are rotated and sent for analysis every 30 minutes.

Essential Security, Application and System Analytics™



=T H » Automated Data Mgmt

- User Configurable Log Management allows
- administrator to decide how long log data should be kept
- automated management based on corporate or industry standards
(or regulatory requirements)
; Syslog Server '192.168.0.4' Configuration - Microzoft Internet Explorer

B¢ Edit Syslog Server

h! TcPPots N UDPPorts N LEAFirewalls

Collect logs every |1/2 T hour(s)
™ Apply to all F¥va Syslog Servers

V¥ Delete raw log files {collected by FWWA Syslog Server) older than |1 week j
2 days
) Ti\Program Filest P aSyslogh Svsloghlogs P dsSyslogst 192,168, 1.6 B | eck
1 th
| S0 2leiE 3 months
e Lmoi
rogram Files ~ Ze1g10312003 Ing.0z 143 KB i
Adobe ] e111032003 g 554 KE
: Save Cancel

Essential Security, Application and System Analytics™



=] ; > Data Mgmt Architecture

natwnrks

Dramatic Reduction in size of the database
- Small initial size (potentially 4GB of raw data to 4MB in database size on day 1)

~ Fscale™ Results in enterprise-class processing speed
- Small incremental increase in DB ( 4GB of data on day 2 results in 5MB db)
Bottom Line: FScale is a highly scalable Architecture

' - Up to 40 GB/ day of Syslog data on a 2.4 GHz processor with 512MB of RAM

?i-‘_-_:"' Example. 4GB of syslog data was > 4Mb after processing

Essential Security, Application and System Analytics™



~ FortiReporter provides authentication based on either

- Windows OS

- Administrator

- per firewall
- per report section

@ Edit User

2 Edit User - Microsoft Internet Explorer

- Native user rights management (recommended)
3 levels of report reader access are available

- Normal user can create profile(s) and run report(s)
- Report user is restricted to viewing of instant reports only

Report access can be set on roles based granular level

[“] All Instant Report sections
Dash Board
Attack Reports
Event Reports
VPN Reports
Protocol Reports
FTP Reports

Telnet Reports
Iail Reports

Web Reports
Blocked Reports
Bandwidth Reports

Intranet Reports

<2 Add User - StudioKraft

Login Mame TJones
Pasgword ssssense
Werify Password sassesse

e er

Narmal User
Report Users are restricted | Administrator

User Group Feport User

‘2l Edit User - Microsaft Internet Explorer

@ Edit User

Select the Firewalls that this user is allowed to have reporting access
[JAll Licensed Firewalls (Includes firewalls you may license in future)
A
[ Firewalls nat configured on FWA Syslog Server
Eﬂ 192.168.100.50 Firewall A - Remote office
O Eﬂ 192 165.100 40 Firewall B - Remote office
O E}ﬂ 192.168.100.30 Firewall C - Remote office

01 =i 192.168.100.56 Firewall D - Remote office
1wl 192 168 100 1 Main Firewall - HO M
<Back I [ Next > I [ Cancel

< Back ] [

Save

] [ Cancel

Essential Security, Application and System Analytics™
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Instant Reports

Attacks
Events
¥YPHN Usage

Protocols

FTP Usage

Telnet Usage

Mail Usage

Web Usage =
Blocked Sites
Bandwidth

Intranet

v W W W W W W W W ¥V W W

Anti¥irus

General Sum Bandwidth Usage By Hour Of Day
Murmben Of Days Processed
Proce%ed Date Range 12/04/2003 To 01/30/2004
TMSuccessful Requests 83112

40ta| Error Requests 15
96460

(ME )

Total Murnber of Events

Average Events Per Day 4523 'EBD N

=
Total Mumber of Authenticated Visitors |28 .4220 4
Maost Active Day 12/04/2003 EID i
Total Bytes Transferred 12.95 GB i
Average Bytes Transferred Per Day 662,83 MB %D T T T T I T T T I [ I T T T 1
Total Bytes Sent 1.66 5B 01 03 05 07 09 11 13 15 17 19 21 23
Average Bytes Sent Per Day 26,05 MEB 02 04 D& 08 18 20 22 24
Trtal Rutec Beraived 11 N7 2R |T
Attacks By Hour Of Day

a4
£
=3
B
#2
Event Code
1
0166 - traffic
2677 - #Connection 0 =
1435 - #web site hit oroo03 05 07 09 1113 15 17 19 21 23
Il 1159 - Broadeast packet dropped 02 04 06 D2 10 12 14 16 12 20 22 24
.306 - sqlt MS-S0L Worrn propagation atternpt

Feport generation time: February 5, 2004 03:28:53 FM
Report generated by FirewallAnalyzer™ Enterprise, Copyright@ 2001-2004 elgnetwarks™, Inc All rights rezerved,




fir WAL

Blue links indicate that

sers s e more information is
available. In this case,
Attack Source and date.

Attacks on Firewalls provides information about the Top M sources of Attacks on each Firewall, Percentage columns represent the
percentage of Events,

Filters Applied

Mone

sqli MS-SQL Worm propagation attempt
TCP port scan , 133 = limit 128,

1|FGET1002503030595

TCP port scan , 166 = limit 128,

dns: SPOOF query response with ttl: 1 1 [Ir[!wnll
Land Attack Dropped
[Enterprise

Forbidden E-mail attachrent deleted

2|192.168.100.1 Ilegal LAN address in use [4 February 2004 ) |
Ping of death blocked ,gm,mﬂn
IP spoof detected
IP spoof detected

3|192.168.100.56 Forbidden E-mail attachrent deleted

User: admin / Administrator
Permitted Firewalls: all

Attacks on Firewalls

Attacks on Firewalls provides inf§mation about the Top N sources of Attacks on each Firewall,
Percentage colurmns represent the pRrcentage of Events,

Filters Applied
FGT1002803030595
attack Type: sql: M3-SQL Worrn propagation atternpt

¥PH Usage Land Attack Dropped
Protocols 4/192.168.100.40 IP spoof detected

Firewall:

Fut? senE ? This report presents you information on the firewalls atta

Telnet Usage

v W W W W W v v v

E Lt
) same Attacks 12/06/2003|218.201.54.9 | sql: MS-SQL Warmn propagation atternpt 4
Web Usage 12/08/2003|218.201.70.194 |sql: MS-SQL Wormn propagation atternpt 4
Blocked Sites 12/09/2003|220,97.211.160 |sql: MS-SQL Warm propagation attemnpt 4
Bandwidth 12/04/2003|194,30,228.83 | sql: M3-SQL Worm propagation attempt 3
Report generation ti ;
Report generated by FirewallAnalyzer™ Enterprise 12/05/2003|200.203,120,200|sql: MS-SQL Worm propagation attempt 3
= = 5 12/06/2003|200,203.120.200|sql: M5-SQL Worm propagation atternpt 3
':n. i ¥ ; 12/07/2003| 200,203,120,200 | sql: MS-S0L Worm propagation attempt 3
":_.. 12/04/2003|210,13.22.79 sgl: MS-SQL Worm propagation atternpt 3
12/04/2003|211.,137.255.3 sql: MS-SQL Worm propagation atternpt 3
12/07/2003|211,137.255.3  |sql: MS-SQL Worm propagation atternpt 3 =

Report generation time: February 05, 2004 03:51:02 PM




EEQ » Instant Reports

DEMO

Essential Security, Application and System Analytics™
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E]ieatj.mes

"FirewallAnalyzer -

Auto-discovery of Firewalls - FirewallAnalyzer
automatically recognizes all configured firewalls.

Intelligent Data Correlation - Combines and Correlates
variety of data from heterogeneous firewalls & AVS.

Advanced Log Collection, Update and Management -
Automatically recognizes & Collects log data; Saves
significant disk space and network bandwidth.

Policy-Based Data Update - Allows for automatic
transfer of delta log files and updates the data into a
central repository.

Scalable and Comprehensive Data Management -
FScale™ architecture allows efficient processing & storing
of current and historical log data from 100s of firewalls.

Rules-Based Alerts - Send threshold based alerts.

Attacks On Firewall

17182002
1/1942002

Date { 1/18/2002--12/15/2002 )

Essential Security, Application and System Analytics™

Executive Dash Board - Provides
summary of activity across firewalls, while
giving the drill down option.

Role Based Access - Limits what each
user can view based on their role and
firewalls.

Managed Security Service Provider
(MSSP) Support - offer value-added
reporting service to using Reporting Po
and allows each customer to view only
their firewall data.



networks

'@ F

Automated Report Generation & Distribution -
generates over 400 reports with an easy
mechanism to e-mail reports automatically to
multiple recipients.

Multiple Report Formats - reports available in
HTML, MS Word, MS Excel, Text and PDF =

Automated Syslog Collection - from Firewall,
AVS, ISA servers and VPN appliances.

Multiple Firewall Vendor Support - supports all
leading firewalls appliances and servers

Instant Reports with Powerful Drill Down -
generates reports in real time without having to
wait for the processing of log files. Powerful drill
down feature displays 2nd and 3rd level details
with a single click.

Reduced Network Traffic - reduces network
traffic between syslog server and FirewallAnalyzer
by using delta log files in compressed format.

Archiving - save disk space by archiving
processed log files.

Essential Security, Application and System Analytics™

irewallAnalyzer -
— Features

3 hitp://localhost:8016/profileselQ/Profile01/FWAReport. pdf - Microso... [= |[B)[X]

File Edit View Favorites Tools Help N
-:j © 13 i'] &1 = Address ﬂj http:/localhost:30 16 /profileselQ /Profile % | | Links
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EEQ ' » Pricing

networks

FirewallAnalyzer
« $795 per Device

« $160 per year maintenance and support
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EEQ I » Supported Devices

networks

Support Firewalls / IDS / IPS/ Routers / Anti-Virus
Servers/ Proxy / Web Security*

v Cisco PIX v" SonicWALL |

v’ Cisco |0S Router Firewall ‘; igmLaantng Enterprise

v’ Cisco VPN 3000 series 9 Wpt hVG Sl

v' Fortinet FortiGATE 1 ACNUZEEIFCOOX

v NetScreen _Trend Micro InterScan

v Checkpoint VirusWall

v' NetContinuum v'w/ NetScreen

v v'w/Cisco PIX

v gﬁjz&at v" w/CheckPoint

v Microsoft ISA v McAfee VlrusScan

v Nokia appliances “;W/SPHICWALL

s v Sidewinder G2 ‘/W/Clsco PIX

e v StoneGate w/CheckPoint
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EEQ I » Configuring Devices

networks

Cisco PIX is typically configured with the CLI. Issue the following commands:

0ogging on -
ogging facility 20

ogging trap informational FE—[—r
logging host interface name FirewallAnalyzer machine IP '“T;:’HF 2
Example: logging host inside 192.168.2.12 gfeiss g

here Interface namef is typicagklyeitrher. "inside” ‘or JOTREEN de"

nd

here FirewallAnalyzer machine IP is the IP address of the FWA machine
ere the FWAsyslog server 1is enabled.
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EEQ » Summary

FirewallAnalyzer Enterprise

= 21-day trial available from www.eiqnetworks.com
= |Leader in Firewall and Perimeter Security reporting

= Enterprise-class solution, affordable pricing

Contact Info

Cameron Nelson cnelson@eignetworks.com (805) 687-6402
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