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| System Information Checks

[] Access local configuration information

[] Access local password information

| System Monitoring Checks

[_] Monitor media devices

N, £~V FRY. F-¥= MF=ES S oV P ri— <alf> [+]
# Trap keystrokes
| System Modification Checks
) #* E Access physical memory I

[] Download and invoke ActiveX controls
[] Inject code into other applications
[] write memory owned by other applications

| Atypical System Behavior Checks

[] Access system functions from code executing in data or stack space
Included patterns: <all> [+]
[ ] Handle exceptions

[] Invoke unusual system calls
Included patterns: <all> [*]
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Systems » Groups » Desktops - All types

Quick links

+ Modify host membership
+ Modify policy associations
+ View related events

+ Explain rules

+ y Name Version
\Desktops - All types | 4.5 538

Description

‘Default group for systems that install the Desktop agent kit |

Target arch
Windows

Polling interval (hh:mm:
24:00:00 "N I send polling hint

Rule overrides [+]

Application Deployment Investigation enabled: No [Enablesl]




| Take the following action

|@ Deny

H

and
Log [[1Take precedence over other Deny rules
[ when

Applications in the following class:

But not in the following class:

Attempt the following
operations:

On any of these files:

MS Help Center application [V4.5 r538] [*]

<none> [*]

[[]Read File
Write File

] Write Directory (create/delete/rename) 7

$ALL files [V4.5 r538] &

Hi



| Take the following action

&9 Deny ﬂ
ﬂ' High Priority Terminate Process
# High Priority Deny
@ Allow Deny rules

4@ Query User

ETerminate Process
E Deny Ip Center application [V4.5

QREITIOVE Process from Application Class | P ]

@Monitor
—EEe P Tt —TeeWTS =TRead File

operations: Write File
[ ] Write Directory (create/delete/re

On any of these files: $ALl files [V4.5 r538] [+




Configuration * Global Event Correlation

Warning: At least one of the system count parameters is greater than the number

of active hosts (1).

Please adjust the parameter to a lower value if you wish to see correlation events.

[v] Correlate network scans [ Events : none ]
Log a message if 5 systems report this event within 60 minutes

Correlate events received from operating system event logs and generate a summary event [ Events : none ]

[¥I Log individual events in addition to summary event

Log a message if 2 systems report this event within 30 minutes

Correlate suspected virus application events and add contaminated files to list d

Log a message if ‘ 2 | systems report this event within = 60 ‘ minutes

Correlate events received from virus scanners and add contaminated files to lis|

Events :

if dynamically quarantined files [

of dynamically gquarantined files | [ Events : none ]

Log a message if | 2 | systems report this event within ‘ 60 ‘ minutes

Correlate communications with untrusted hosts and add peer addresses to list

60 | minutes

Log a message if \ 5 | systems report this event within

#Manage dynamically quarantined files, IP addresses

f dynamically quarantined IP addresses <

[ File Name Quarantine Time Source Events
[ No quarantined files ]

Add | Remove | Refresh |

[ 1P Address Quarantine Time Source Events

[ No quarantined IP addresses ]

Explorer User Prompt

Cancel

ADDRESS TO BE QUARANTINED:

I

Add I Remove Refresh ]
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| IP Security Checks

T
# [ | Invalid IP header
[ ] Invalid IP address

[ ] Source routed packet

[ ] Trace route (incoming packets only)

| Transport Security Checks

[ ] Invalid TCP/UDP/ICMP header

TCP SYN flood

$ # [ | TCP blind session spoofing attempts

[ ] TCP/UDP port scan

[ ] ICMP ping message (incoming packets only)

[ ] ICMP configuration message (incoming packets only)
[ ] ICMP information message

[ ] ICMP covert channel

[ ] Malicious packet

| System Startup Security Checks

[ ] unrestricted network connectivity during boot
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| Take the following action |

Do not allow any other application to read from the clipboard data written by:

Applications in the following class: Sensitive Data applications [V4.5 r538] []

But not in the following class: <none> [+

[} %



# Cisco Security Agent: A problem was detected.

& Y

An attempt is being made to disable security for the Cisco

Cisco Security Agent Challenge
(1}

% gxgrf

rn # Please enter text as displayed above:

Def] oK | | Cancel |
n

%



Application Behavior Reporfs +_

fAnalysis Maintenance Reports Search Help

Application Behavior Investigation +

2) 3)

5 3#

Installed Producis
Unprotected Hosts
Unprofected Products
Product Usage
Network Data Flows

Network Server Applications

4

te: Summary of Installed Products

3/3/2005 1:30: 14PM

Product

1-Wire Drivers V4.00 Beta 3

1-Wire SDK V4.00 Beta

ABBYY FineReader 5.0 Sprint Plus (5.0.482.3431)
AC3Filter (remove onlv)

ACDSee 5.0 PowerPack (5.0.0)

Acrobat Reader (5.0)

ActivePerl 5.6.1 Build 635 (5.6.635)

ActivePerl 586 Build 811 (5.8 811)

ActivePython 2.3.2 Build 232 (2.3.231)

ActiveState ActiveTcl 84.1.0

Ad-aware 6 Personal (6.0)

Adobe Acrobat - Reader 6.0.2 Update

Adobe Acrobat 5.0

Adobe Acrobat 5.0 (5.1)

Adobe Acrobat 6.0 Professional (006.000.000)

Adobe Atmosphere Plaver for Acrobat and Adobe Reader
Adobe Download Manager 1.2 (Remove Only)

Adobe Download Manager 2.0 (Remove Only)

Adobe Photoshop Album 2.0 Starter Edition (2.00.000)
Adobe Photoshop Album 2.0 Starter Edition (2.00.100)
Adobe Reader (6.0.1)

Adobe Reader 6.0

Adobe Reader 6.0.1 (006.000.001)

# hosts installed

i
i
I
1
1
1
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_esa’fpﬁon: This report shows which products have been installed, and on how many systems.
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Configuration » Rule Modules #» Windows Rule Modules #» System Hardening Module

Quick links

+ Modify policy associations
+ Modify rules

+ Explain rules
+ View change history
+ Consistency check: OK

Name Version
‘System Hardening Module | 4.5 r538
— Description
( 1 $ IBase module to protect the Operating System configuration ‘
[*] Detailed

— Operating System
Syntax: Windows

Target: |<AH Windows> v

[ 1 Test mode
State Conditions

Apply this rule module regardless of any state conditions. [+

wShow reference list
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Configuration # Rule Modules # Windows Rule Modules ¥ Email Worm Protection Module [V4.5 r538] » Rules OTHER RULE MODULES 2

View All= rules

Rules: 9 [6 enforce; 3 detect]
ID Type Events Status Action Log Description

COM component access control Enabled

Processes executing Untrusted Content, accessing email or MAPI objects

File access control Enabled Processes executing Untrusted Content, accessing emall file types

331 Network access control Enabled Processes executing Untrusted Content, accessing email protocols

COM component access control Enabled Applications internally interpreting content (except email), accessing email or MAPI objects

File access control Enabled Applications internally interpreting content (except email), accessing email file types

35 Network access control Enabled Applications internally interpreting content (except email), accessing email protocols

28 COM component access control Enabled Application builder rule, add to Suspected Virus Apps, Untrusted Content Apps (except email) accessing email or MAPI objects

330 File access control Enabled Application builder rule, add to Suspected Virus Apps, Untrusted Content Apps (except email) accessing email file types

i 1 O R )
il

OO0 DD

T T Y Y Y

332 Network access control Enabled Application builder rule, add to Suspected Virus Apps, Untrusted Content Apps (except email) accessing email protocols

* * 2 " H ) $
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Configuration

— Text used to guery user

English: !An attempt is being made to disable security for the Cisco Security Agent. Do you wisr|

French: |Tentative de neutralisation de la sécurité Cisco Security Agent. Souhaitez-vous autori:|

German: |Es wird versucht, die Sicherheitsfunktionen des Cisco Security Agent abzuschalten. S|

JTaat'»‘&‘ﬂESE'-'|(Z:isc::a Security Agent DH—E XA Z BHICLELSELTVET., HITLTLS LL\1|
% Syntax

Allowed query actions: ‘

& | $ Allow Cisco Security Agent: A problem was detected.
' 2| |Terminate
( e An attempt is being made to disable security for the Cisco
—_— Security Agent. Do you wish to allow this?
Default action: \D_eny *
()Yes |

$ ) [ 1Enable "Don't ask again” option | ?

Enable query challenge option | ? (8) bio (Betauin)

Default action will be taken in 4 minutes:56 seconds

* + C] ]
&  x
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Cisco Security Agent El O $

Skatus v Enahle
i Messdoes ¥ Learning Mode l #

User Query Responses
‘- Contact Information These applications have been assigned network security permissions. Delete an application
framn this list to reset its defaulk permissions. #

E| System Security

e Unkrusted Applications (7)

: | Firewall Settings | I Application I
- File Protection B CWINNTisystem32itelnet exe n

Bl IEMPLORE.EXE

H#it 1 #

Cisco SYSTEMS

| Control agent UI interaction

[] Allow user to reset agent UI default settings

Allow user interaction
[ ] Allow user access to agent configuration and contact information
[ ] Allow user to modify agent security settings

Allow user to modify agent personal firewall settings
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) # | Network Status [+]

#» Events recorded in the past 24 hours:

!
(=
k=l
=]

= Active hosts running an old configuration:

» Active hosts running old software:
n
= Unprotected hosts:

o e o S ‘

e

» Hosts not actively polling (status unknown):
1 $ = Groups with no policies attached:

1 | Event Counts Per Day
1556

® Error and above
Warning
Motice

® Information

—]
18 19 20 22 23 24 25 26 27 28 1 2
5 1 Feb Mar » Most active hosts
» Most active rules
. / ) | Database Maintenance
» Alerts:
| Refresh

Refreshing in 57 seconds | Refresh interval | 1 minute w
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10 most active hosts Search: |Last day events v |sortby: Events  v|

toturner-w2k.amer.cisco.com [W] 326 events @
tedoty-w2k01.amer.cisco.com [W] 251 events
beakley-w2k05.amer.cisco.com [deleted] 203 events Q}
viskrish-w2k.amer.cisco.com [W] 156 events g
ihogue-xp [W 148 events @

rphillip-wxp.amer.cisco.com [W] 102 events @

scqoldma-w2k.amer.cisco.com [W] 96 events @
shwijain-w2k.amer.cisco.com [W] 92 events @I
-dackerfwzk.amer.cisco.com [w] 78 events @
-miscan\o—w2k01.amer.c‘rsco.com [W] 66 events QI
Refresh |
‘ 10 ‘ most active rules Search: | Last day events v | Sort by: |Events »

File access control [892]
System Hardening Module [
Kernel protection [204]
System Hardening Module [W, V4.5 r540]

Network access control 19017

System Hardening Module {W, V4.5 r540]

Network shield 14601

IP Stack Hardening Medule - Internal Systems [W, V4.5 r540]
Network access control [2s0]

System Hardening Module [W, V4.5 r530]

Network access control [(556]

CiscoWorks Restrictive VMS Module [W, V4.5 r540]

Sniffer and protocol detection (8951

System Hardening Module [W, V4.5 r540]

Network access control [215]

Personal Firewall Module [W, V4.5 r540]

1023 events @

., V4.5 r540]

101 events @
82 events @
59 events @

39 events @

27 events t{

24 events @

22 events @

IGIobaI IP address guarantine 22 events lgl
System API control (1391
IGeneral Application Permissions - all Security Levels [W, V4.5 r540] 20 events @

Refresh |
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Name

|Advanced |

# $ Description

|F’referen=:es For Advanced Administrators |

) # ) Configuration
% ' . 2 Show @ configuration items
$9 # / 1 ) [1Remember last page visited

3 ( [¥] Always use Show All mode

V] Always show expanded configuration views

Apply these preferences to the following selected administrators:

q = |
admin =
bruchans ~|

n # $ | Define Group Restriction

# 1 . nn Allow the following selected administrators:  [ctrembla -

’ gtam .

## 1 jhogue v|
Access only to the following selected groups: [<All Groups> ~
) ## All Linux [L, V4.5 r530] =

All Linux [L, V4.5 r540]
# All Linux_samples [L, V4.5 r540]
" . Desktops - All types [L, V4.5 r530] el
| Current Group Restrictions
No restrictions defined.
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Network Admission Control

Cisco Trust Agent posture: <Don't care> :} 2 #
Healthy =

Checkup

Quarantine v # / l )
L]
System Security

Security level: <Dontcare> | ) < ) ]1# 4
- ) U# 4

System Location # # 4

Network address ranges: 0.0.0.0-255.255.255.255 ?

Insert Network Address SetZ $ $

| double-click variable to view|

DNS suffix matching: <all> but not  |<none> # 3
) i : 18

Additional State Conditions f— $

Add State [+]

#) $ )
) .3 )



Network Admission Control

Cisco Trust Agent posture:

<Don't care>
Healthy
Checkup el

System Secun'ty

Security level:

Insert Network Address Set=l

DNS suffix matching:

Low
Medium
High
| System Location
Network address ranges: 0.0.0.0-255.255.255.255

|double-click variable to view|

<all>

but not

<none>

| Additional State Conditions

Add State [+]

7 #

36
! #

n# /"
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| Additional State Conditions |

System booting v ‘<Don't care>
System booting
|Installation process detected
Management Center reachable
[Rootkit detected

Virus detected

n 1] $ 1]
2%
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| Network Admission Control |

Cisco Trust Agent posture:

<Don't care> [Bl
Healthy |
Checkup ) |
Quarantine v

w ) ) )

# 6 %6 (
"B # o # $ ) #
# 11}
) ) " 1B D D
mn # 8# 1 3 8II * *



Name

|Administrators

Description

|MS defined - Administrators have full control over the system.

Configuration

Users matching:

Groups matching:

9

) l—

—

—
<all>

Version
/4.5 1538
|
A_q-——*A‘———"’———V
but not:

_—

5-1-5-32-544

but not:

<none>




Name

Juntitied 1 |
Description

Target architecture
Windows

Configuration

Select the groups with which this kit All Windows [V4.5 r538]

should be associated: Desktops - All types [V4.5 r538]

Desktops - Remote or mobile [V4.5 r538]
Servers - All types [V4.5 r538]

Servers - Apache Web Servers [V4.5 r538]

i

|

]
[]Force reboot after install

[ ]Quiet install 7
Install network shim

[1Install Cisco Trust Agent (optional software) [¥]

[]Standalone agent
Product ID

Expire after ] days
[Iwindtunnel
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Group/Policy/Rule Module Association Diagram

Windows Rule Module
. L "Apache Web Server”
Windows 08 Type = All Windows
Host 1
\ Windows Servers -
All Types Group I
Windows 4’/-”" 0S8 Architecture =
Host 2 Windows Windows Rule Module
> "System Hardening"
0S Type = Windows
Solaris
Host 3 Solaris S Al
= 'al'::eseg;r:;; Windows Rule Module
. _ Ml o “Windows 2000 Vulnerability
os Ag:g:;e:;;ure = - L Protection”
Solaris / N Policy < 0S Type = Windows 2000
Host 4
UNIX Rule Module
Linux » "Apache Web Server”
Host 5 “\ Linux Servers - All 0S Type = All UNIX
Types Group |
OS Architecture = -
Linux
Linux
Host 6
UNIX Rule Module
> "System Hardening"
Linux Apache Web OS Type = Solaris
. Servers Group
LG e l«———| OsArchitecture= [ ¢
Host 5 Linux
UNIX Rule Module
Linux »> “Linux OS Protection”
Host 7 0S Type = Linux
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